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Abstract— The dynamic and cooperative nature of ad-hoc networking without a centralized authority for authentication and monitoring is susceptible to 

attacks that breaks down or exploits the co-operative behavior of the ad-hoc routing. Routing attack and Byzantine attack will leads to the most devastat-

ing damage to the MANET. This paper dealing with an autonomous system to detect both Routing and Byzantine attacks in MANETs and preventing its 

subequent actions against the security threads. Here the intrusion detection is based on Node Authentication message (NAM) Algorithm and Intrusion 

Identification Message (IIM) Algorithm, which are based on end to end communication between the source and the destination. And then prevents its 

subsequent action against the security threads by using Adaptive time wise isolation mechanism. This temporary isolation procedure will consider both 

the attacks and the risk caused by its counter measures. It is based on Extended Dempster Shafer theory of evidence with a notion of important factors. 

Since this approach considered the potential damages of both the attack and counter measures the proposed method is an effective approach com-

pared with the existing binary and naïve fuzzy response decisions. 

Index Terms—Adaptive Time Wise Isolation Mechanism ( ATIM), Autonomous system, Intrusion detection system (IDS), Intrusion Identification Mes-

sage Algorithm (IIM), Node Authentication Message Algorithm (NAM), Manets, Security.   

——————————      —————————— 

1 INTRODUCTION                                                                     

 A mobile ad-hoc network is a self configuring network 
that is formed automatically by a collection of mobile 
nodes without the help of a fixed infrastructure or cen-

tralized management. Each node communicates with other 
node in its radio communication range by using wireless 
transmitter and receiver which is equipped on each node. 
Each node co-operates for transmitting packets to a node that 
is out of its radio range. This is known as multi-hop communi-
cation. Therefore each node must have a roll of both a host and 
a router at the same time. MANETs are highly susceptible to 
attacks due to the dynamic and co-operative nature of the 
network without a centralized authority for authentication 
and monitoring. Attacks can be in the form of a passive attack 
or an active attack targeted at various layers of the open sys-
tem interconnect (OSI) model. In network layer the critical 
issues are attack against the routing protocol. Among these 
attacks Routing attack and Byzantine attacks are the dominat-
ing issues. The routing attack is due to the presence of un- 
cooperative node in the routing path. In routing attack attack-
er may interfere in the existing path and drop the packets, 
otherwise it will spoof non-existing paths to lure the data 
packets to them. In Byzantine attack two or more routers col-
lude to drop, fabricate, alter or misroute packets in an attempt 
to disrupt the routing services. This paper deals with an au-
tonomous system to detect and solve routing and byzantine 
attacks in MANETs. Another advantage of this algorithm is 

that, it can be integrate 
 

 
with the existing routing protocols. And in this paper OLSR 
routing protocol is preferred. 
    The paper is organized as follows, the OLSR routing proto-
col and the routing issues against OLSR will discuss in section 
2. Intrusion detection mechanism and adaptive time wise iso-
lation mechanisms will discuss in the sections 3 and 4. Finally 
simulation results, conclusions and future works are given in 
the sections 5 and 6. 

2 OLSR PROTOCOL 

Optimized Link State Protocol (OLSR) is a proactive routing 
protocol, so the routes are always instantly available when 
required. OLSR is an optimization version of a pure link state 
protocol. So the topological alter cause the flooding of the top-
ological information to all available hosts in the network. To 
degrade the possible overhead in the network protocol uses 
Multipoint Relays (MPR). The idea of MPR is to reduce flood-
ing of broadcasts by reducing the same broadcast in some re-
gions in the network. OLSR uses two kinds of the control mes-
sages: Hello and Topology Control (TC). Hello messages are 
used for achieving the information about the link status and 
the neighbouring information. By the Hello message the Mul-
tipoint Relay (MPR) Selector set is constructed which describes 
which neighbours has chosen this host to act as MPR and from 
this information the host can calculate its own group of the 
MPRs. the Hello messages can be forward only one hop away 
but the TC messages can be broadcasted throughout the whole 
network. TC messages are used for delivering information 
about own advertised neighbours which includes at least the 
MPR Selector sets. The TC messages are broadcasted sequen-
cially and only the MPR hosts can forward the TC messages. 
    The host maintains the routing table, the routing table en-
tries have following information: end node address, next node 
address, number of hops towards the destination and local 
interface address. Next node address represents the next hop 
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host. The information derived from the topological set (from 
the TC messages) and from the local link information base 
(from the Hello messages). So if any changes occur in these 
sets, then the routing table is recalculated. Because this is pro-
active protocol then the routing table must have routes for all 
available hosts in the network. The details about the broken 
links or partially known links are not stored in the routing 
table. The routing table is changed if the changes occur in the 
following cases: neighbour link appear or disappear, two hops 
neighbour is created or removed, topological link is appeared 
or lost or when the multiple interface association information 
changes. But the update of this information does not lead to 
the sending of the messages into the network. For finding the 
routes for the routing table entry shortest path algorithm is 
used. 

3  INTRUSION DETECTION SYSTEM 

Intrusion detection is defined as the method to identify ‚any 
set of actions that attempt to compromise the integrity, confi-
dentiality, or availability of a resource‛. The introduced intru-
sion detection system will detect both internal and external 
routing attacks. The internal attack is due to the presence of 
malicious node in the routing path itself. Hence it can be de-
tect by validating the communication path using node authen-
tication message (NAM) algorithm. And the external attack is 
caused by the neighbouring nodes and is detected by the in-
trusion identification message (IIM) algorithm. 

3.1 Node Authentication Message (NAM) Algorithm 

 
   

       

                         

 

              
  
                  
 

 
1)  Source sends REQ message to the very next node towards          
the destination as data packet. 
2)   If the node respond with the ACK message then 
3)   Send the DATA packet. 
4)   Else 
5)   Add this node in the black list. 
7)   If receiver node = Destination node then> End if. 
8)   Else 
9)   Increment hops count. 
10)  Repeat step no.1 to 9. 
11)  End if 

3.2 Intrusion Identification Message (IIM) Algorithm 

1) Source sends the REQ message simultaneously to all the 
neighbouring nodes. 
2   If the node responds with the Key then keep it as an active 
node and transmit the Data packets. 
3) Else if the node responds without the Key then keep it as 
an idle one 

4) Else the node does not respond then add this node in the 
black list. 
5) If any one of the next nodes = Actual destination then  
6) End if. 
7) Else increment hops count. 
8) Repeats step no.1 to 7 
9) End if 
 
 
                                          
                                         
                         
                             
                                                      
                                                                                                
                                              

 
 
 
 
 
3.3 Key Distribution and Node Authentication 

Before going to proceed with route discovery procedure, it is 
necessary to choose a secret key between two hop one 
neighbours from sourse to destination. Inicially node A will 
picks a key k1 by random in between two hop one neighbor’s 
A and B. Then A encrypts the key k1 by using its own private 
key K (A, pri).This result will act as the signature for the entair 
route discovery procedure. The result is then protected by a 
keyed hash MAC algorithm   such as MD5. The hash value 
and signature will attached to the route discovery message 
and sent out to its neighbor. The complete route request 
packet sent by the node will be 
            )]Pr,(,1[)1( iAKkEkmhmREQ         
             Where m =M+IPn+Sn 
B decrypts the message using A’s public key and reply with k1. 
A compare the key send by A, and also the key received from 
B. If both the keys are same, then only the node will proceed 
with the data packet forwarding mechanism. Otherwise the 
node will neglect the data request message. 

4 ADAPTIVE TIME WISE ISOLATION MECHANISM 

(ATIM) 

The entire process involved in Adaptive Time wise Isolation 

Mechanism is as shown in figure.3. This algorithm consist of 

four steps.At the first stage the intrusion detection system 

(IDS) will give an attack alert with a confidence value C. When 

ever the IDS gives an attack alert the routing table modifica-

tion detecter will runs to figure out the changes or modifica-

tions coused by the attacker on the routing table. Based on 

these two facters it is possible to choose five subjective and 

objective evidences. And then Extended Dempster Shafer the-

ory will apply to take adaptive time wise isolation decision. 

Actually the application of Dempster Shafer theory is that 

where the precious measurement is not possible and where an 

expert elicitation is required. This approach will consider the 

 

Fig. 1. Working of Node Authentication Message Algorithm (NAM) 

 

 

Fig. 2. Working of Intrusion Identification Message Algorithm (IIM) 
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pottencial damage coused by both the attack and also the 

counder measures. And another advantage is that it is able to 

integrate with the existing routing protocols [1]. 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 

4.1 Selection of Evidences 

Here five evidences will be choose based on the information’s 
given by the intrusion detection system (IDS) and routing ta-
ble modification detection (RTMD).The IDS will give an attack 
alert with a confidence value C. This is considered as the first 
evidence. Whenever the IDS gives an attack alert the RTMD 
will runs to figure out how many changes are occurred in the 
routing table. The remaining four evidences are based on the 
routing table change detection [1]. 
 

 Evidence 1: Based on the confidence value given by 
the IDS. 

 Evidence2: Missing entry. 
 Evidence3: changing entries with next hop being the 

malicious node. 
 Evidence4: changing entries with different next hop 

but at the same distance as that of malicious node. 
 Evidence5: changing entries with different next hop 

and at different distance as that of malicious node. 

4.2 Probability assignment 

Probability assignment of the 1st evidence is based on the 
equations [1, 2, 3]. Where P (insecure), P (secure) denotes the 
probability for the system to be secure, and insecure due to 
evidence one.  P (secure, insecure) denotes the probability for 
the system to be secure and insecure at a time due to 1st evi-
dence. And ‘C’ is the confidence value given by the IDS [1]. 
P (insecure)                    = c ;                           (1) 
P (secure)                       = c1                          (2) 
P (secure, insecure)     = 0                        (3) 
Probability assignments of the remaining four evidences are 
based on the equations 4 to 12. Where a, b &c are the thresh-
olds for minimum belief, maximum belief &moderate belief 

for each respective mass function, and d  is the minimum val-
ue for status of the MANET to be insecure. 

P (insecure) = { d ;                 x € *0, a+                (4) 

       }{*)}/()21{( axacd  ;                          x € (a, c+  (5)                  

               d1 ;                 x € (c, 1]    }          (6) 
     

 P (secure)        = xbdd *}/)12{(1  ;        x € *0, b+              (7) 

                               d  ;                 x € (b,1) }             (8)                                                                                                 

P (secure, insecure) = {   xbd *}/)21{(  ;      x € *0, a+      (9)                  

}{*)}/()21{(*}/)12{( axacdxbdd  ;   x € (a, b+    (10) 

             }{*)}/()21{(1 axacdb  ;       x € (b, c+   (11)                             

                 0                                   x€ (c,1]  }  (12)                                                                

Now the damage caused by the attack DA and the damage 
caused by the countermeasures Dc are calculated by using 
Dempster’s rule of combination. 

DA = 54321 EEEEE                               (13) 

 Dc = 542 EEE                    (14) 

Hence the entire damage faced by the system will be 
D = DA –Dc                  (15) 

4.3 Isolation time Calculation 

Temporary isolation time [1] 

              T=100* k (milliseconds)                                                (16) 

              Where k = nLILMILLILD *]}/[]{[                        (17) 

‘n’ is the number of nodes. And the maximum isolation level 
(MIL) and least isolation level (LIL) values are the threshold 
values chosen by the expert’s knowledge.  

4.4 Adaptive time wise isolation decision making 
procedure (ATID) 

 
                           
                     
                                       
                                        
                                
 
 

 
 
                                         
                                          
                                         
               
 
 
 

 

Fig 4: Temporary isolation mechanism or ATIM 

 

 

 

Fig.3 Process involved in Adaptive Time Wise Isolation Mechanism 
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The adaptive time wise isolation mechanism (ATIM) is sche-
matically represented as shown in figure 4. Here based on the 
experts knowledge two threshold values will be choose. The 
upper threshold value is known as maximum isolation level 
(MIL) and the lower threshold value is known as least isola-
tion level (LIL). According to the adaptive time wise isolation 
mechanism nodes will be permanently isolated if the calculat-
ed D value is equal to the MIL value. And also the node will 
keep as intact if the calculated D value is equal to the LIL val-
ue. If the calculated D value is in between MIL and LIL then 
temporary isolation will be prefer. In between MIL and LIL 
values ‘n’ number of bands with different degree of isolation is 
provided [1]. 

5 SIMULATION RESULTS 

In simulation, we can construct a mathematical model to rep-
resent the characteristics of a phenomenon, system, or process 
using a computer in order to obtain informations or to  
solve problems. Nowadays, there are number of network 
simulators that can simulate MANET.The tool used for this 
simulation is Network simulator version 2.34. NS2 is a discrete 
event simulator for networking research. It is work at packet 
level and can provide substantial support to simulate bunch of 
protocols like TCP, UDP, FTP, HTTP and DSR. It simulates 
both wired and wireless networks. To demonstrate the effec-
tiveness of the proposed approach the considered perfor-
mance metrics are packet delivery ratio, control over head, 
data packet forwarding overhead, and end to end delay. The 
performance results obtained is as shown in figures 5.a, 5.b, 5.c 
and 5.d. In these experiments, MANET scenarios are con-
structed in a topology of 1000m X 1000m area. The total simu-
lation time was assigned to 1,200 seconds, and the bandwidth 
was assigned to 2 Mbps. To send 512 byte-UDP packets be-
tween nodes, Constant Bit Rate (CBR) traffic was used. The 
queuing capacity of every node was set to 15. And a random 
traffic generator is adopted in the simulation, which chose 
random pairs of nodes and forward packets between them. 
Every node kept the route of all packets sent by it and the en-
tire packet received from other nodes in the network. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig.5a. Packet Delivery ratio as a function of number of nodes. 
This parameter is the ratio of total number of data packets suc-
cessfully delivered to the destination to the total number of data 
packets sent out by a source node 

 

 

Fig.5b.overhead as a function of number of nodes. Control 
overhead is the number of transmitted TC message sent over 
four hops, would be counted as four packets in this metric 

 

 

Fig.5c.Data packets received at the destination as a function of 
number of nodes.Data packet forwarding overhead is the 
number of transmitted routing packets; for example, a HELLO 
or TC message sent over four hops would be counted as four 
packets in this metric. 

 

 

 

Fig.5d.Latency as a function of number of nodes.End to End 
delay is the time interval between the data packets forwarded 
from source to the data packets received at the destination 
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6  CONCLUSION AND FUTUREWORK 

This paper dealing with an autonomous system to detect both 
Routing and Byzantine attacks in MANETs and preventing its 
subsequent actions against the security threads. Based on the 
simulation results and case study it can be conclude that the 
proposed method can give better performance via secure 
communication in presence of routing and byzantine attacks 
in manets. Authentications of nodes are another challenge for 
the security. Hence to improve the efficiency of the proposed 
intrusion detection algorithm, searching for a more efficient 
and secure key generation procedure in the future, and trying 
to improve the efficiency of entire system. 
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